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How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

This document provides a step-by-step guide for setting up a condition monitoring solution for SIMATIC S7
controllers. It includes a Softing Industrial gateway product as well as the Paessler PRTG Network Monitor
product.

The overall architecture is shown in the following diagram.
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Figure:
Condition Monitoring Solution Architecture

Here the data integration is performed by the Softing gateway: It accesses the production data as collected
by the Siemens controllers via a proprietary and unsecure protocol and provides an OPC UA interface

for a simple and secure exchange of this data. The OPC UA sensors of PRTG are especially targeted to
industrial environments and allow to implement an lloT (Industrial Internet of Things) condition monitoring
application by reading controller data via the Softing gateway.

The presented scenarios describe the individual configuration steps necessary to set up PRTG condition
monitoring for the Softing gateway products uaGate SI, dataFEED OPC Suite or dataFEED edgeConnector
Siemens. The resulting application will allow to monitor the value of the data item DB_5.Timer_10ms, the
gateway as well as the controller status and the controller certificate.

NOTE:

The described condition monitoring solution requires:

e One SIMATIC S7 controller

e Availability of Softing hardware or software gateway

®  PRTG Network Monitor installation

In addition the free-of-charge dataFEED OPC UA Demo Client product is used to provide the required
information for accessing individual gateway data items.

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers o
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uaGate Sl is a Softing hardware gateway, providing access to Siemens SIMATIC S7 300/400/1200/1500

Setting Up SIMATIC S7 Condition Monitoring Using uaGate S/

controllers. It enables integration of this data via the OPC UA and MQTT standards. Physically

separated Ethernet interfaces bundled with individual configuration rights for the automation and IT

networks protect against unauthorized access.

1.1 Configure SIMATIC S7 Access in uaGate Sl

Ensure that the SIMATIC S7 controller is running and that uaGate Sl is properly installed with its
MACHINE and IT networks connected

Start uaGate SI configuration by entering its IP address in the connected Internet browser
Enter username and password

NOTE:
The default username is administrator, the default password is administrator.

) 1 L
optimizel dataFEED uaGate S|

. softing

Informaticn - Machine Settings PLC Connection

IT Settings
PLC Connection

Machine Settings -~ - -
PLC Type |[€Emens 57-2 (57-1200/1500 Y Add ) Modify | Delete
Machine Network

PLC Connection

Symbol View

Service Settings >

Select appropriate PLC Type

dataFEED uaGate S|

Information hd Machine Settings Siemens Settings

IT Settings

ss
Machine Settings -
Connection Name ©
Machine Network
PLC Connection IPv4 Address 10.30.239.159
Symbol View
Service Settings - PLC Connection

Enter unique Connection Name

Enter IPv4 Address of SIMATIC S7

Click Save button

Click green Pending settings button at bottom left to apply all settings

NOTE:
uaGate Sl only supports to connect one SIMATIC S7 controller.

Help

)

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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1.2 Configure PRTG for Accessing uaGate Sl Data

e  Start PRTG, select Devices menu item and select a device group

NOTE:

See Paessler website for more information regarding setting up a device tree.

& Windews

Cliants

Virtualle Systema
7 Vhiware
#1 2 VMwate Hosts

& VMwaiy

e Click Add Device symbol

Add Device to Group Server x

SHMF, and spec f

PRTG Manual: Add 3 Device

@= ok OB ow OO OB O ol o% o8&
O OR OF OB oD OF O= 04 08 08
0B OB o@® OF ol OB OB 0D 0B oH
oE 0B o o= O0d O~ O® 0Q D& OWK
o®& 02 o0o— Of o- oB o« oC 08 o@
o= O= O®W 0= O~ O® 0= O% Q= O
o0& 0X Oo® O- OB O+ O~ O= 0@
om o0& ok O= O— OB o- 0@ oF OF

° Enter Device Name
e  Enter IPv4 Address of uaGate Sl
e Click OK button

& Windows

Clients

e  (Click on name of added device

a

FEED®
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In uaGate Sl configuration, navigate to IT Settings/OPC UA Sensor

aptimitail ETEETE

e dataFEED uaGate S Help
softl
Information v IT Settings OPC UA Server 0
IT Settings 5
OPC UA Server
IT Network Configuration
N e Endpoint URI ope.tepi/ND-uagate00CB.ia-dev.softing.com:4840
¥ MQTT 8roker Configuration
Endpoint URI ope.tep10.30.238.11 79840
Machine Settings -
Endpoint URI opc.tep://[fd00:42:2001:db8:206:71ff:fe33:cb]:4840
Service Settings v
Port 4840

Save

Copy IPv4 adress and port number
In PRTG, select Settings menu item and scroll down to Credentials for OPC UA section

Credentials for OPC UA “
<o) P

Server Path

0

Secury Mode o)

Authontication Mothad

Make sure the inherit from switch is deactivated
Enter Port from uaGate SI configuration

Enter Server Path from uaGate SI configuration
Click Save button

Select Overview menu item for added device

Device SIMATIC 57 (Via uaGate SI)™ ***“¢

™o w 7} 285 A 2 o m @ 5
. 5 86 contor ganges hars, pheats changa the priseity of one or mare sensors to. rinfrirsy kil
[ Sensor Status  Message Graph Friority m]

Click Add Sensor button

Matching Sensor Types

I I |
Enter opc in Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this guide describes the selection and usage of all three types of PRTG OPC UA sensors

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

when working with the uaGate SI gateway.
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1.2.1 Monitor Data Item Value in PRTG

e In PRTG, select OPC UA Custom sensor
e In uaGate SI configuration, navigate to Machine Settings/Symbol View
FO optimize! [ o 1 o dataFEED uaGate SI
. softiig
Information v Machine Settings Symbeol View
f15eiines Adidress Space Properties
Machine Settings =
4.- = ND-uagate0O0CB Node Id Q:=2;5=57-1.0B.DB_5Timer_10ms2
Machine Network = Objects
T — Node Class Variable
ik e, Browse Name 2:Timer_10ms
Service Settings v * g
« Inputs Display Name Timer_10ms
Qutputs
Counters Description
s Timers
. Memory Data Type Uint16
- (X) OrderNumber
e Access Level Read Write
X ConfigurationChangeCounter
& » DataBlocks
@ DB_Test
DB_Flat
» DB_opt
: DB_S
X Timer_20ms
X Timer_30ms
X Timer_40ms
-+ (X Timer_50ms
X) Timer_100ms
X Timer_500ms
X Timer_1s
- (X Timer_Ss
X' Room_Temperature =
e Select DB_5.Timer_10ms in Adress Space tree view
e  Copy Node Id in Properties area
Add Sensor Lo Device SIMATIC §7 (Via uaGale S1) [10.30.238.117] (Step 2 of 2)
Basic Sensor Settings
Sanaor NEma SIMATIC S7 Dats e
Parent Tags
Tagé L+ ]
Pty Rk m
Semor Meszage Node ID
Channel #1 Maming Method D (et
Channel #1 Mode ID
This field |a required.
Channed 82 (@) Db (d
o
Channed 73 (@) Diable (defauly
ol
Ghanned 85
* In PRTG, enter Channel #1 Node Id from uaGate SI configuration in sensor definition page
e  Click Create button
e (Click added sensor

FEED®

Help

)

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers



Configuration Manual

a

Y OV 4 L Diata 2 daye 30 days 385 days s Fugtans Data M 1ag @ sutrings & rensficarion Trigoars

Timer_10ms
We feel like there i a right
license waiting just for you

100,0000%
000005
chanivil » n Last Mo Kansmrmm 100%
Walus OPC UA Gustom [NEW)

Paront

608
Ha
#2097

Similar Sensars o] Live Graph, 2 hours

Similarity Channel Semalar Channel

[]

e  The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.

1.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:
Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/

FEED®

ServerDiagnostics/EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after

each start of the OPC UA Server.

e In PRTG, select OPC UA Custom sensor
uaGate Sl configuration, navigate to IT Settings/OPC UA Sensor

e |
g

optimize!

X o i
‘ SOTTC re
- !
Information A IT Settings OPC UA Server
IT Settings a

OPC UA Server

IT Network Configuration
 OPC UA Server Endpoint URI Bpc.tep://ND-uagate00CYa-dev.softing.com:4840

¥ MQTT Sroker Configuration

Endpoint URI ope.tep://10.30.238.117:4840
Machine Settings A4
Endpoint URI ope.tep://[fd00:42:2001:db8:206:71ff:fe33:ch]:4840
Service Settings v
Port 4840
Save
e  Copy Endpoint URI
e Start dataFEED OPC UA Demo Client
e Create a new session by double-clicking at Project root

dataFEED uaGate S|

Help

()

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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Project ~ # X Configuration Browse | Data Access | ~ X | Properties e
i gPEE e b ‘H ‘
<EADouble Click to add Sessian.

Session Connect [ = |

v [B Local Servers

Session Properties
» 2B Network Servers

b [ Remote Session Name: dataFEED OPC UA Client 1
» Manual

~) Endpoint Information
b+ [ Recent

Endpoint Url:

Security Mode: e

Security Policy: None

Message Encoding: [ Binary

) Authentication Settings
User Identity: [ee
User Name:

Password:

) Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Prafile Uri

Server Capabilities:

(> =N

e  Enter Endpoint Url from uaGate SI configuration

e Click Validate Connection button to validate that the connection to uaGate Sl is working

e Click OK button

e Expand Configuration Browse tree and select Objects/Server/ServerDiagnostics/EnabledFlag node

Project > B x

BEEEDE [ +]-]

Data Access Config - I x

~ "= dataFEED OPC UA Client 1 - opc.tepy//10.30.238.117:4840
~ [ Objects
- W Server

ion Browse|

~ X [Properties
EnabledFlag

Name Value

» Node ld ns=0;i=2294

Node Class Variable

v B Serveramay
» Browse Name

B Namespacerray Enabledflag

2 Servicelevel "*EnabledFlag

»

4 » Display Name
» B Auditing

’

»

» Description ““iIf TRUE the diagnostics collection

X) ServerStatus

8 ServerCapabiliies MWiite Wask Dode
® ServerDisgnsstics User Write Mask None
v B updatelnterval User Role Permissions BadNodeldUnknown
» (X ServerDiagnosticsSummary e
» (X) SubscriptionDiagnosticsArray
» il SessionsDiagnosticsSummary Mool it
» W VendorServerinfo Name Yol
» &8 ServerRedundancy Value Rank Scalar
b W@ Namespaces » DataType i=1
b sia GetMonitoreditems Array Dimensions
b SEtU b iponDilrable Access Level CurrentRead, CurrentWrite
X0 Beest e KstoChonge User Access Level CurrentRead, CurrentWiite
4 Frlem Minimum Sampl 0
v [m 571 ping
b BT Historizing False
» [@ Views Bvale
‘ Name Value Type
| + @¢nabledFiag True Boolean
I

Value
» StatusCode

= >
Goox

StatusCode
30/06/2021 09:0 DateTime
30/06/2021 09:5 DateTime

SourceTimestamp

ServerTimestamp

| EiReferences. —s
Reference Type Terget
[ 3 ¥ PropertyType
I B ServerDiagnostics

e  Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e  Click Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,
e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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Project

BHENOO

- @ x

Configuration Browse|

FEED®

~ X | properties

~ "= dataFEED OPC UA Client 1 - opc.tcp://10.30.238.117:4840

Objects
W Server
v B Serveramay

v B Namespacearray
» B Senicelevel

v B Auditing

b (X ServerStatus

»

ServerViewCount

B Common Attributes.

Name

» Node Id
Node Class

» Browse Name

» Display Name

» Description

Value

Variable

ServerViewCount

erverViewCount

Write Mask None
W9 ServerCapabilities
~ @ ServerDisgnostics User Woite Mack None
+ K EnabledFlag Role
» B Updatelnterval User Role Permissions BadNodeldUnknown
~ (X} ServerDiagnosticsSummary s
;
» (X) CurrentSessionCount i i
» (X) CumulatedSessionCount ot Jalie
+ (X) SecurityRejectedSessionCount i .
v (X! RejectedSessionCount b DataType i=7
(X SessionTimeoutCount Array Dimensions
+ (X) SessionAbortCount Access Level CurrentRead
* D0 pobiibinglntervalCount User Access Level CurrentRead
v (X) CurrentSubscriptionCount
b (X) CumulatedSubscriptionCount Minimum Sampling o
v (X) SecurityRejectedRequestsCount Historizing False
+ (X! RejectedRequestsCount Evalue i
X) SubscriptionDiagnosticsArray
&# SessionsDi
b i Vendorserverinfo fvane Vale Jype
+ &4 ServerRedundancy - © ServerViewCount o Ulnt32
b i# Namespaces Value 0 Ulnt3z
b = CethMonitoreditems + StatusCode Good StatusCode
F A se e npooni bl SourceTimestamp 30/06/202110:01 DateTime
¥ :up RequestServerStateChange .
oot ServerTimestamp 30/06/202110:0! DateTime
. 71 L r —
T Reference Type Target
& Views I ¥ BaseDataVarisbleType
It X ServerDiagnosticsSummary

e Copy Node Id
® In PRTG, enter Channel #1 Node Id from dataFEED OPC UA Demo Client configuration in sensor
definition page
e  Click Create button

e (Click added sensor

™ Qverview

ServerViewCount

Channel = (4] Lasi
Vil

SarvervisaCount i ]

Similar Sensors

Simiarity Ghannel

e  The SIMATIC S7 controller status is shown in the PRTG dashboard.

30 days

Finkmum

365 days i Hugton

Maximum

Need some help?

100%

GPC UA Curtom (NEW)
pact I

Parent

505

% [ - ]

s History

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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1.2.3 Monitor uaGate SI Status in PRTG
e In PRTG, select OPC UA Status sensor

Add Sensor 1o Device SIMATIC 57 (Via uaGate S1) [10.30.238.117] (Step 2 of 2)

Basic Sensor Settings

Senset Name waCate & Hatus

Parent Tags

e  (Click Create button
e (Click added sensor

A Qverview =4 Lok Dta 2 diyd 30 days 385 days e Hestone Data M Lag & zottings B Motfication Trggers O Condent Histary
|
Sorver Staturs Rt St G Wi e G i o wgmats
‘ . (.1 (P We feel like there is a right
' ol Pt a8 A8 license waiting just for you,
b Bt Eavuan Aban Coum Barusit Conar
I (] a 195
Kunning an/s ) on 1hinm a%s
100,0000%
| 00000
Channel = n Last Lt Menimum Masimum 100%
| Valus: . Walue OPC Uk Sarver Status (NEW]
relume) {apaed) I
Parent
= a0s
", o NG
Loali)
# . . s o
M P » - 0
. . Lot Live Graph, 2 hours B
o o
H -
unning A & po. R
by .
® o L
0 1) . = - 3 0
e ) » :
2 days L
| o ) i
foo

e  The uaGate Sl status is shown in the PRTG dashboard.

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers 6
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1.2.4 Monitor uaGate Sl Certification Information in PRTG
* In PRTG, select OPC UA Certificate sensor

Add Sensor to Device SIMATIC S7 (Via uaGate SI) [10.20.238.117
Tags y K ¢ X 0
Prigeity 'L L AL m -
Scanning Inter
D rericrom
e Click Create button
e Click added sensor
™ Qverview 4 Uive Data 2 days 30 & 263 day o= B woifieation Triggens 2 Comments iHistory
Dart o BpvaRn . ot r " Find out how to make the
s % Y most of your PRTG
i experience.
. 9
209 day{ L) v 309 dayl t‘-:'::j{ o
Channel » 1] Las Wi mum Mamum T:;:[.lUl-
Walue OPC UA Cartificate (NEW)
 day o I
18 L ::].N
w1 ] Live Graph, 2 hours i
e The uaGate Sl certifation information is shown in the PRTG dashboard.

a

FEED®

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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Setting Up SIMATIC S7 Condition Monitoring Using dataFEED OPC Suite

dataFEED OPC Suite is Softing’s bestselling software gateway combining OPC data integration and loT
cloud connectivity in a single product. Via its integrated OPC UA Server including Store And Forward
functionality it provides a secure and reliable access to PLCs of all leading manufacturers, including
Siemens SIMATIC 57 controllers. Besides an extensive OPC UA support dataFEED OPC Suite also
provides the MQTT and REST standards for implementing cloud or big data applications. It allows

to perform powerful data preprocessing and integrates the storage of production data in files or

databases.

2.1 Configure SIMATIC S7 Access in dataFEED OPC Suite

Ensure that the SIMATIC S7 controller is running and that dataFEED OPC Suite is properly installed

Start dataFEED OPC Suite configurator
Navigate to Data Source/Siemens

8 Configuration! - Softing dataFEED OPC Suite - Stopped - [u] X
Configuration View Local Application Help
¥ R B P © - 6]
New  Open Save Start  Stop Deutsch Siemens Help
FEED® i :
Data Source - Siemens . “%

& Data Source Controllers and Devices
Create and modify connections to controllers and devices.

! Siemens Name Type Address Parameters |$‘,
.
! Modbus i
..
-
|2
! Mitsubishi

UA
EBOPC 0PC UA Server .

§9§C OPC Server L
© Data Processing

4@ Data Destination E[Il
& Settings

Data Source - Siemens.

Click PLC Type
Click Add a new data source button

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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i Controller / Device Connection Wizard P4

Connection Settings

On this wizard page the Connection Settings of the actual data source connection to a Siemens device are configured.
Connection: Siemens_1.

Connection Name

Spedfy the name of the actual connection. This name is also always the name of the root node of the name space and must
therefore unigue throughout the whole configuration.

Connection name@

Connection Settings

Specify if the connection shall be active or shall be in simulation mode.

Connection Active:
Simulation: [

Application Protocol

Select the type of the protocol which shall be used at application layer.

@ Siemens 57

. o

() siemens 57-2 {only for SIMATIC 57-1200 and 57-1500)
Communication Settings () siemens 55 AP
() Netlink

Extended Settings
: () Send/Receive

Address Space Definition

e  Enter unique Connection name
e Select Application Protocol to be used for accessing SIMATIC S7
e  C(lick Next > button

# Controller / Device Connection Wizard x

Communication Settings

On this wizard page the parameters for the current data source connection are configured.
Connection: Siemens_1 - Protocol: Siemens 57-2.

Communication Settings

Specify the address of the current TCP/IP connection.
The address can be specified as an IP address ¥4, V6 or a hostname.
Use the Modify button for more advanced configuration options.

Destination Addres< localhost] > ‘
Address format: Valid HostiName detectsd. ‘
|
|

Protocol: [Tce

) ) Fort: [102

Connection Settings
S Connection Test
Communication
Settings
Use the butten on the right side in order to test the connectivity to the corresponding external server.

Extended & Filter
Settings
Address Space Definition

<Back Cancel Help

e  Enter SIMATIC S7 IP address in Destination Address field
e  Click Execute connection test button
e  Click Next > button upon successful connection test

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers 6
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&8 Controller / Device Connection Wizard

Extended Settings & Filter

On this wizard page the extended and the filter settings of the actual data source can be configured.
Connection: Siemens_1 - Protocol: Siemens 57-2

Filter Definition

Enable or disable the filter functionality for the actual data source.

All items will be dynamically retrieved from the PLC and will be completely available in the namespace of the local application.

Only fitered items from the PLC will be available in the namespace of the local application. You can spedify the corresponding filter
items on the next wizard page.

() Enable Filter

Connection Settings

Extended Settings

SumR Rahol e Resolve arrays in addition.

Extended & Filter
Settings

< Back Next > Cancel Help

e  Click Finish button
e Navigate to Data Destination/OPC UA Client

@ Configuration - Softing dataFEED OPC Suite® - Stopped

= [m) x

Configuration  View LocglApplication Help

¥ R @ L

New  Open Stop Deutsch OPC UA Client Help

P 4 [FEED® Data Destination - OPC UA Client '
ata Destination - lentss;
B Data Source
© Data Processing
— connec| the local application by using the following identities.
4@ Data Destination Server Endpoint: opc.tep:/) /Softing_dataFEED_OPC_Suite_Configuration1 Confiaure
~
- More &
% OPC UA Client Application Certificates: | Own: Softing_dataFEED_OPC_Suite_UA_Server_Configurationi | Valid untik 26.01.20; | Confiaurs
Endpoint Security: Security mode: None Security policy: None Configure
- Users
EOPE opc Client
Username User Identity Valid Until Active 1 ?
Anonymous AnonymousPolicy
Q Tunnel Client
i
@ Siemens MindSpher [[] Activate OPC UA Store & Forward Server Endpoint
@ 0P LA Store & Forward Clients can connect to the local application by Using the following identities.
Server Endpoint: 'E1D10605SUG0:5980/Softing_dataFEED_OPC_Suite_Configurationl_StoreAndForward Configure
SQL Database
More ¥
u Global Settings
REST Saruar N
< 2 Use unigue namespace Use reduced namespace URTS Global Settings
@ Settings

Data Destination - OPC UA Client,

e Enable Activate OPC UA Server Endpoint checkbox
e Click Save button

e  Click Start button

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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2.2 Configure PRTG for Accessing dataFEED OPC Suite Data

Start PRTG, select Devices menu item and select a device group

NOTE:
See Paessler website for more information regarding setting up a device tree.

& Windews

Cliants

Virtualle Systema
7 Vhiware
#1 2 VMwate Hosts

& VMwaio wGenler-Sevrer

Click Add Device symbol

Add Device (o Group Server x

Qs
WPV Address/ONS Name

Tags

L]

Diawire boom

@= Ol OB Ot OB 0Ol O Ol o#% O&
od O o oB ob oF ©O Oo# 08 o8
o&@ o8 O O ol O2 O Ou o8 OH
OB O O O= Ol 0= 04 QQ 04+ OW
o® 0= O o8f Oo— 0B O oC 08 ol
Qw O= O Q o- o® © o® 0O o=
o—- 08 O o® O0— oB O+ O—- O— OO
on o& Q08 0= O~ OB O— Qa o o3
o= OF O o8 OB O O O ow

Enter Device Name
Enter IPv4 Address of host computer running dataFEED OPC Suite
Click OK button

Windows

Cliente

Click on name of added device
Select Settings menu item and scroll down to Credentials for OPC UA section

a

FEED®

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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€
O 8ig
\.

(w
(@}
O sign & Enceypt
®
=

L
= =

Make sure the inherit from switch is deactivated
Enter port number assigned by dataFEED OPC Suite in Port field
(see generated server endpoint at Data Destination/OPC UA Client page)

NOTE:
The default dataFEED OPC Suite port number is 4980.

Enter IP address of host computer running dataFEED OPC Suite in Server Path field
Click Save button
Select Overview menu item for added device

Device SIMATIC 57 (Via dataFEED OPC Suitg)™ ***9%

. T s sensor gauges here, please change the priofity of ane o mare sensocs to riririeer dnirdikodr

Click Add Sensor button

Matching Sensor Types

I I i
Enter opc in Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this guide describes the selection and usage of all three types of PRTG OPC UA sensors
when working with the dataFEED OPC Suite gateway.

In dataFEED OPC Suite configurator, navigate to Data Destination/OPC UA Client

How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers
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% Configuration? - Softing dataFEED OPC Suite - Running (Demo Made) - O X
Configuration  Wiew  Local Application  Help
F B & L -
New Open Save Restart  Stop Deutsch OPC UA Client Help
FEED® inati ient % '
Data Destination - OPC UA Cllentim UA
% Data Source OPC UA Server
. Activate OPC UA Server Endpoint
© Data Processing
= OPC UA Clients can connect to the local application by using the fol
4 Data Destination Server Endpoint: 1 /Softing_dataFEED_OPC_Suite_Configuration: Configure
. g
% OPC UA Client Application Certificates: ‘Ou\m: Softing_dataFEED_OPC_Suite_UA_Server_Configurationl | Valid untik 26.1)1.20# Confiqure
Endpoint Security: Security mode:  None | Security policy: None Configure
S Users
EOPC 0PC Client
Username User Identity valid Until Active I ?
Anonymaous AnonymousPolicy
g Tunnel Client rﬁ
MQTT Broker m
Siemens MindSpher [] Activate OPC UA Store & Forward Server Endpoint
o OPC UA Store & Forward Clients can connect to the local application by using the following identities.
Server Endpoint: E1D1060SUG0:5980/Softing_dataFEED_OPC_Suite_Configurationl_StoreAndForward Configure
5QL Database
More ¥
._ e Global Settings
REST Caruar
5 b Use unigue namespace [_] Use reduced namespace URIs G!glg_a_\_ Sethngs
& Settings
Data Destination - OPC UA Client.
e  Copy Server Endpoint
.
e Start dataFEED OPC UA Demo Client
. . . .
e Create a new session by double-clicking at Project root
Praject ~ ¥ X Configuration Browse | Data Access | ~ X | Properties e

i= iF ZE = > 8 ‘H

<A Double Click to add Sessian
Session Connect [ = |

v [ Local Servers Session Properties

» 8 Network Servers

» [ Remote Session Name: dataFEED OPC UA Client 1

» BB Manual
) Endpoint Information

» [ Recent
Endpoint Url:
Security Mode: None "
Security Policy: e "
Message Encoding: | Binary v

) Authentication Settings
User Identity: [ v
User Name:

Password:

) Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri

Server Capabilities:

e

e  Enter Endpoint Url from dataFEED OPC Suite configurator
e Click Validate Connection button to validate that the connection to uaGate Sl is working
Click OK button
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2.2.1 Monitor Data Item Value in PRTG

e In PRTG, select OPC UA Custom sensor
e IndataFEED OPC UA Demo Client. exnand Confiauration Browse tree and select DB_5.Timer_10ms
@ dstaFEED OPC UA Client - <Project name> * - o x
File View Settings Help
ImiRNED:=] %] = =] “Soft i
Praject ~ ¥ % Configuration Browse | Data Access | ~ X | Properties > X%
. .-H H: Hm Timer_10ms
+ = dstaFEED OPC UA Client 1 - apc.teps//DETDT ~ uc""‘"‘"ﬁ'“:ﬂ:"""‘“ 2
+ [ Objects
v Wl Sever » Nodeld
v B _System Node Class
~ i Siemens1 » Browse Name 3Timer_ 10ms
? [ Inputs » Display Name enTimer_10ms
* [ Outputs » Description
» Counters
R Wite Mask o
b B Memry User Write Mask o
+ [ DataBlocks [ Varisble Attributes
v [ DB Test Name Value
» [ DE_Fiat Value Rank Scalar
» [ DB opt » Data Type Uint16
T Array Dimensions
» (X) Timer_20ms Access Level 3
+ (X) Timer 30ms User Accesslevel 3
» (X) Timer_40ms Minimum Sampling 0
» (X) Timer_50ms Historizing False
! X o i
mer_500ms
v (X) Timer_1s
v (X) Timer 55 Name Value Type
» (X) Room_Temperature + (@ Timer_10ms 21697 Ulnt16
> (X) sawtooth Value 21897 Ulnt1s
> i b StstusCods Good StatusCods
Configuration Browse 3:Timer_10ms
. .
e  Copy Node Id in Properties area
Add Sensor to Device SIMATIC 57 (Via dataFEED OPC Suite) [10.20.240.52] (Step 2 of

Basic Sensor Settings
Sensor Name EIMATIC 57 Dalis Fleer
Pasent Tag:
Tage » ® o
Prority ¢ WO

= age Node 10

Channal 21 Haming Mathod

Chanmel 81 Unit

channal 51 Mode K3

Channal 82

Channel 83

Channal #4

Channel #5

©

e In PRTG, enter Channel #1 Node Id from dataFEED OPC UA Demo Client in sensor definition page
e  Click Create button

Click added sensor
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3 Owerview " Live Data 2 days 30 days

Timer_10ms

‘ 19.0%7
Channel = (1] Last
| Wil
i
|
| - .
Similar Sensors
similarity Channsl

285 tays - Hisiovie Dats
Minimaum Maximum
Similar Channel

© settings B Motifieation Triggurs 2 Comments 3 History

We feel like there is a right
license waiting just for you.

FEED®

son4 Live Graph, 2 hours 1

100%
GPC A Custom (NEW)
|

Parent

1

Ho

2113

h

e  The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.

2.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:

Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/
ServerDiagnostics/EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after
each start of the OPC UA Server.

e In PRTG, select OPC UA Custom sensor
e IndataFEED OPC UA Demo Client, select Objects/Server/ServerDiagnostics/EnabledFlag node in

Configuration Browse tree
Project > I x|

HEEEER |+~

@ dataFEED OPC UA Client 1 - opctcp://10.30.238.117:4840

Data Access/ Configuration Browse|

~ X [Properties

~ "= dataFEED OPC UA Client 1 - opc.tcp://10.30.238,117:4840

Objects

~ Wdl Server

v B ServerAray

v+ B Namespacerray
v B Servicelevel

B Auditing

X) ServerStatus

4 v v

EnabledFlag
B

v @x

Name

» Node Id
Node Class

» Browse Name

» Display Name

» Description

Value
ns=0i=2294
Variable
EnabledFlag
*":EnabledFlag

“%iIf TRUE the diagnostics collection

8 ServerCapabilities ol Moge Hone
& ServerDiagnostics User Write Mask Hone
’ Role
* B Updatelntenal User Role Permissions BadNodeldUnknown
¥ {K} ServesDiagnosticsSummary Access Restrictions BadNodeldUnknown
» (X SubscriptionDiagnosticsArray e
» @ SessionsDiagnosticsSummary [ varisble Attributes
b @ VendorServerlnfo Nene Mo
b @ ServerRedundancy Value Rank Scalar
b @ Namespaces » Data Type i=1
b i GetMonitoreditems Array Dimensions
P2 SRschenphicnablE Access Level CurrentRead, CurrentWite
, & "; E“”E“smﬁ‘mcm“ge User Access Level Currentfesd, CurrentWrite
3 ;7/51 = Minimum Sampling o
¥ BT Historizing False
b [ Views Bivalee
‘ Narme Value Type
|« @ EnabledFiag True Boolean
e =
» StatusCode Good StatusCode
SourceTimestamp 30/06/2021 090 DateTime
ServerTimestamp 30/06/2021 0955 DateTime
Reference Type Target
[ 3 ¥ PropertyType
s W# ServerDiagnostics

e Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e Click Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,
e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node
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Project > &x Configuration Browse| ~ X | properties X
EEEEOO BE ®EE SRR B
|
© dataFEED OPC UA Client 1 - opcitcpy/10:30.238.117:4540 M| e ey ey B3 Common Atiributes.
Name Value
+ i@ Objects
» Node Id
- W Server
v B sevanig Node Class Variable
v B Namespacearray » Browse Name ServerViewCount
b B seniicelevel » Display Name erverViewCount
e
* 2 Auditing » Description :
b (X ServerStatus
Write Mask None
b W@ ServerCapabilities
< @ serveiDisgiostics User Write Mask None
v E EnabledFlag Role
» B Updatelnterval User Role Permissions BadhodeldUnknown
+ (X) ServerDiagnosticsSummary comss
() ServerviewCount] _
» (X) CurrentSessionCount M’:’m‘“" -
» (X) CumulatedSessionCount X s
» (X) SecurityRejectedSessionCount b it .
+ (X! RejectedSessionCount b DataType i=7
(X SessionTimeoutCount Array Dimensions
t O sescbo ot Access Level CurrentRead
» (X PublishingIntervalCount
X) Publihing|ntervalCoun User Access Level CurrentRead
v (X) CurrentSubscriptionCount s 8
b (X) CumulatedSubscriptionCount Minimum Sampling o
v (X) SecurityRejectedRequestsCount Historizing False
» (X RejectedRequestsCount Evalue ]
X) SubscriptionDiagnosticsArray
W# SessionsDi
b i Vendorserverinfo fvane Valoe Iype
+ @ ServerRedundancy + @ ServerviewCount o Ulnt32
» ¥ Namespaces Value 0 Uint32
4 GetMonitoredltems » StatusCode Good StatusCode
F A se e npooni bl SourceTimestamp 30/06/202110:01 DateTime
¥ :up RequestServerStateChange .
ServerTimestamp 30/06/202110:0! DateTime
» @ System
» f 571 L rences —
v T Reference Type Target
b [i@ Views I ¥ BaseDataVarisbleType
It X ServerDiagnosticsSummary

e Copy Node Id

® In PRTG, enter Channel #1 Node Id from dataFEED OPC UA Demo Client configuration in sensor
definition page

e  Click Create button

e At device Overview page click added sensor

™ Qverview

3 days 30 days 385 days

s History

SeverViewCousl

o, Need some help?

My
LTEY

00!
100%

OPC UA Curtom (NEW)
I

Pasent

50

Channel = (4] Lasi Finkmum Maximum
Vil

Similar Sensors

Similarity

[ . % [ - ]

e  The SIMATIC S7 controller status is shown in the PRTG dashboard.
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2.2.3 Monitor dataFEED OPC Suite Status in PRTG

e In PRTG, select OPC UA Status sensor

Add Sensor o Device SIMATIC 57 (Via dataFEED OPC Suite) [10.20.240.52) tep 2
AS1C
FEED OPC
Patenit Tags
Tag: ® & %0
Priofty LR B B8 m ¢
nning Interval

e  (Click Create button

e Cli

M Overview =4 Liwe Dats 2 days 34 dayz 5 days

ck added sensor

. Historic Dats

Server Stanss

(O—

Running 0w . Indam

Ehannel +» n Last Lt Mimimum Manimum
Value vadue
{wesharrse) (speed)

o %% % % % % % v v v

Find out how 10 make the
most of your PRTG
experience

MASTTR YOUR TRIAL

40w
40s

00,0000
00000%

100%

OPC LA Sarver Status (NEW)

‘sz Live Graph, 2 hours . iy

i
a

2 days

e The dataFEED OPC Suite status is shown in the PRTG dashboard.

a

FEED®
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2.2.4 Monitor dataFEED OPC Suite Certification Information in PRTG
* In PRTG, select OPC UA Certificate sensor

Add Sensor Lo Device SIMATIC 57 (Via dataFEED OPC Suite) [10.20.240.52

Basic Sensor Settings

SenEor Hame dataF EED OPC Sutte Certificate
Fareml Tags

Tags ¥ X opcuscertificats X cortificats X O

e  (Click Create button
e (Click added sensor

r\'— - Find out why and how o
TR buy PRTG!

Poblc Koy &
‘ i 2.080 bl
| Y GET MORE INFORMATION
e \
3 dayls 1670 dayis T bt 0,

1.670 day(s) e

100 0000%

0.0000%

100%

OPE UA Cortificate (NEW)
I

Parsnt

" % %W B

- | Live Graph, 2 hours it

e The dataFEED OPC Suite certification information is shown in the PRTG dashboard.
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3. Setting Up SIMATIC S7 Condition Monitoring Using dataFEED edgeConnector Siemens

dataFEED edgeConnector Siemens is Softing’s container technolgy software gateway for connecting
SIMATIC S7 controllers to lloT applications . It provides OPC UA and MQTT interfaces combined

with flexible deployment options for higher-level applications. It supports local as well as remote
configuration and includes fine-tuned security settings.

3.1 Configure SIMATIC S7 Access in dataFEED edgeConnector Siemens

e  Ensure that the SIMATIC S7 controller is running and that Docker Engine is properly installed
*  Proceed as described in following for deploying and starting dataFEED edgeConnector Siemens at a
Windows 10 system
e  Start Docker Engine
e  Pull latest dataFEED edgeConnector Siemens docker image by entering
docker i1mage pull softingindustrial/edgeconnector-siemens: latest
in command-line terminal (e.g. PowerShell)
e Start dataFEED edgeConnector Siemens by entering
docker container run -p 443:443 -p 8099:8099 -p 4897:4897 -name
edgeConnector softingindustrial/edgeconnector-siemens: latest
in command-line terminal

NOTE:
The command shown above starts dataFEED edgeConnector Siemens with a 1:1 mapping of the
default ports to the host machine.

e Open Docker Desktop

Containers / Apps

e  Docker Desktop shows that dataFEED edgeConnector Siemens is running.
e Open dataFEED edgeConnector Siemens by entering localhost:8099 in the connected Internet browser
e  Enter username and password

NOTE:
The default username is admin, the default password is admin.

e Navigate to Connectivity/PLC
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“soft i
= etebEsh edgeconnECtor lomnens Status running [DEMO] W Welcome admin ! m
| E S S

Connectivity Siemens S7 1200/1500 Connections

D marr Name 4 IP address Status
[> opcua

= PLC

Siemens $7 1200/1500

Siemens S7 300,400

Address Spaces

Operation

General Settings

e Click Add Connection Menu Symbol

Connection Settings Advanced Settings

Connectivity

D wmarr
Connection Name ©
[ opcua

Enabled
= PLC

Siemens S7 1200/1500 MG Address ©

Siemens 57 300/400

Address Spaces || AliconnectionsAddressSpace
Address Space
Operation

General Settings

“ Cancel

e  Enter unique Connection Name
e  Enter PLC Address of SIMATIC S7
e C(lick Save button

L sl 1luuf15uu co"nﬂﬁons

bt et il E“‘ l;]
[ wmarr Name A‘ IP address ‘ Status | Enabled
[ orcua SIMATIC 57 10.20.229.159 - (0 ]
~ PLC

Siemens 57 1200/1500

Siemens 57 300,400

Address Spaces

Operation

General Settings

NOTE:
dataFEED edgeConnector Siemens allows to connect up to 20 SIMATIC S7 controllers to one
application.

e If dataFEED edgeConnector Siemens is not running (see status information at top)
e Navigate to Operation/Status
e  Click Start button
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3.2 Configure PRTG for Accessing dataFEED OPC Suite Data
e  Start PRTG, select Devices menu item and select a device group

NOTE:
See Paessler website for more information regarding setting up a device tree.

& Windews

Cliants

Virtualle Systema
7 Vhiware
#1 2 VMwate Hosts

& VMwaiy

e Click Add Device symbol

Add Device to Group Server x

I e/ Ken
PRTE Manual Add a Device
Device Name and Address
Davice Mama
1P Vortion
@ e
Oifve
1PV Acdrees/ NS Nama
This
Tags
[+]
Device can
®= ok oE o o oE 08 oH o% 0&
o€ OR O&% 0B 0D OF o= o&d 0& 08
O & o% o® o oal O 08 0O o8 oH
ol o © 0= O 0= O cQ O= OuK
c® 03 o— OfF Oo— oR o= OoC o0& o0
o= Oo=— 08 O o— o® O OR 0O Qe
O 0% 0O o4 o- o o+ Oo— O— OO
ol pe Q02 O= O o8B o- oa o o
o= QfF O0— 08 O8 O O OE O

e  Enter Device Name
e  Enter IPv4 Address of host computer running dataFEED edgeConnector Siemens
e Click OK button

<" Windows
Clienis

e Click on name of added device
e Select Settings menu item and scroll down to Credentials for OPC UA section
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-

Server Path o
Security Maods () None (defaul(
O\'u
(0 $ign & Encrypt
Auth w e thod (&) Anonymous (defaul
(O vsernamePasswo

Make sure the inherit from switch is deactivated

Enter 4897 in Port field

Enter IP address of host computer running dataFEED OPC Suite in Server Path field
Click Save button

Select Overview menu item for added device

Device SIMATIC S7 (Via dataFEED edgeConnector Siemeng)™ *¥e

™ Orverviaw 2 dayr 30 days 365 days A pdarms @ System infernatior [ Log & setings

l Tor G Surnbor goigs here, please chandge the prorty of oig or more sensors to NIRRT /IRRirk

e Click Add Sensor button

Matching Sensor Types

I I I
e Enter opcin Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this guide describes the selection and usage of all three types of PRTG OPC UA sensors
when working with the dataFEED edgeConnector Siemens gateway.

3.2.1 Monitor Data Item Value in PRTG

e In PRTG, select OPC UA Custom sensor
e In dataFEED edgeConnector Siemens, navigate to Adress Spaces/Overview
e Click at Browse Address Space menu symbol of appropriate address space
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Information Address Spaces Browse Address Space

Connectivity Browse Address Space B

Address Spaces A || AllconnectionsAddressSpace E Properties Info a
4

i = Objects
Overview 5 Node Id

Server

Operation A SIMATIC 57 Display Name Timer_10ms

P Inputs

General Settings

Node Class Variable
Qutputs

Counters
Timers
Memory

t— (X) OrderNumber

>

SoftwareRevisian

>

ConfigurationChangeCounter
) DataBlocks
DB_Test
. DE_Flat
- |ma DB_opt

Timer_20ms
Timer_30ms
Timer_40ms

Timer_30ms

X
X
X
X
b (X Timer_100ms
X Timer_500ms
X Timer_1s
X Timer_5s
X' Room_Temperature

b (X) sawtooth

» AccessProtectionVar

e Select DB_5.Timer_10ms in Adress Space tree view
e  Copy Node Id in Properties area

Add Sensor 10 Device SIMA

TIC §7 (Via dataFEED edgeConnector Siemens) [10.20.240.52] (Step 2 of 2)

SENIH NITE SIMATIC §7 Data e

Pareat Tagn

Sansor Masiage Noda 1D

Chaniel §1 Naming Method

Channal 11 Ualt

Channe! &1 Hode ID

Channel £2

Channel 83

Chanmel 14

Channel 5

e In PRTG, enter Channel #1 Node Id from uaGate Sl configuration in sensor definition page
e Click Create button
e Click added sensor
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A Qverview =¥ Live Data 2 days 30 days 365 days W Hisioric Dats B Log & Sattings & HobFication Triggers
e Find out how to make the
most of your PRTG
S EXPEnence.
\J
_— Lot Soa T
42097 5 Pz Last Upe 2|e
100, 000
0.0000%
Channel = o Last Minimum Mhxinaum 100%
Value OPCUA Custom (NEW)
» i
Farent
£ 608
Ne
#2123
Similar Sensors o] Live Graph, 2 hours
samilarity Channil Similar Channel |

!
4

e  The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.

3.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:

Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/
ServerDiagnostics/EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after
each start of the OPC UA Server.

e In PRTG, select OPC UA Custom sensor

e In uaGate SI configuration, navigate to IT Settings/OPC UA Sensor
Start dataFEED OPC UA Demo Client

e Create a new session by double-clicking at Project root

Praject ~ % Configuration Browse | Data Access | ~ X [Properties e

n ‘
Session Connect [ = |

v [E] Local Servers Session Properties
» B Network Servers
b [ Remote Session Name: dataFEED OPC UA Client 1

EECEC T ‘H

<A Double Click to add

) Endpoint Information

» [l Recent
Endpoint Url:

Security Mode: e

Security Policy: Nome

Message Encoding: | Binary

~) Authentication Settings
User Identity: Anonymous
User Name:

Password:

) Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri

Server Capabilities:

e Enter opc.tcp://<IP Address>:4897 in Endpoint Url field

e Click Validate Connection button to validate that the connection to uaGate S/ is working

e Click OK button

e Expand Configuration Browse tree and select Objects/Server/ServerDiagnostics/EnabledFlag node
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Froject

FEED®

’
~ X [Properties

(O 71|

~ "= dataFEED OPC UA Client 1 - opctcp://10.30.238.117:4840
~ [ Objects

W Server

B servertirray

“

B Namespacerray
B Servicelevel

B Auditing

X) ServerStatus

@ ServerCapabilities

i ServerDiagnostics
g

» B Updatelnterval

» (X) ServerDiagnosticsSummary
v (X) SubscriptionDiagnosticsArray
» & SessionsDiagnosticsSummary
&# VendorServerlnfo

@ ServerRedundancy

i Namespaces

4# GetMonitoreditems
SetSubscriptionDurable

48 RequestServerStateChange

v [ System
bl S7-1

b [ Types

b [ Views

EnabledFlag

v
A
i

Name
» Node Id

Node Class
» Browse Name
» Display Name

» Description

Value
ns=0=2204
Variable
EnabledFlag
*":EnabledFlag

"“iIf TRUE the diagnostics collection

Array Dimensions
Access Level

User Access Level

‘Write Mask MNone
User Write Mask Mone
Role issit
User Role Permissions BadNodeldUnknown
Access
L& Variable Attributes
Name Value
Value Rank Scalar
» DataType i=1

CurrentRead, CurrentWrite

CurrentRead, CurrentWrite

I
SourceTimestamp
ServerTimestamp

Minimum Sampling 0
Historizing False
Evalue. ]
Name Value Type
|+ @ ¢EnabledFlag True Boolean

+ StatusCode Ot usCode

30/06/2021 09:0 DateTime
30/06/2021 09:> DateTime

Reference Type
I
I

Target
¥ PropertyType
# ServerDiagnostics

e Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e  Click Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,
e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node

Project Data Access ' Configuration Browse|

~ X | properties

N

ol+1] ServerViewCount =
+ = dataFEED OPC UA Client 1 - opetepy/10.30.238.117:4840 P Emrmon Rt
Name Value
+ [i@ Objects
» Node Id
~ i Server
v B serehirai Node Class Vanaole
b 2 NamespaceArmay » Browse Name ServerViewCount
v Bl servicelevel » Display Name erverViewCount
=R
* -2 Auditing » Description
b (X ServerStatus
Write Mask None
» WB ServerCapabilities
~ @ ServerDiagnostics User Write Ml None
b+ B EnabledFlag Role
+ B Updatelnterval User Role Permissions BadiodeldUnknown
= O8) ServerDiagnasticsSummary Access Restrictions BadNodeldUnknown
([ ) ServerviewCount] - i
» X CurrentSessionCount L%“:M -
+ (X) CumulatedSessionCount sl s
» (X) SecurityRejectedSessionCount S fheslag
b (X! RejectedSessionCount » DataType i=7
+ (X SessionTimeoutCount Array Dimensions
» X SessionAbertCount Accass Level CurrentRead
» X! PublishinglntervalCount
X0-Pubishing|ntenatCour User Access Level CurrentRead
» (X CurrentSubscriptionCount y
» [X) CumulatedSubscriptionCount Minimum Sampling o
» (X) SecurityRejectedRequestsCount Historizing False
b (X! RejectedRequestsCount [ Value
+ (X SubscriptienDiagnosticsArray
[ ] Di
b i Vendorserverinfo Ivaehe Vel Jype
» S ServerRedundancy + @ ServerviewCount 0 Uini3z
b §# Namespaces Value 0 Ulnt32
+ < CethMonitoreditems + StatusCode Good StatusCode
¥ TR aoNIN el SourceTimestamp 30/06/202110:0 DateTime
b 2ig RequestServerStateChange )
ServerTimestamp 30/06/202110:0 DateTime
v @ _System
» 571 I —
b B Types Reference Typs Target
b [i@ Views I ¥, BaseDataVarisbleType
I X ServerDiagnosticsSummary

e Copy Node Id

e In PRTG, enter Channel #1 Node Id from dataFEED OPC UA Demo Client configuration in sensor

definition page
e  (Click Create button
e (Click added sensor
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Y Dvérview i L Dt 2 days 30 days 385 days i Fustane Data o 5 B setting B notification Trigasns O Comments History

ServerViewCousl

B Need some help?
4 QUICK PRTG GUIDE
- Last Scar s
L Last U L7 EY
100,000
0000w
Channel = (1] Last Minemum Maximum 100%
Vakoe OPC UA Curtom (HEW)
' a I
Parent
vt 8 0s
No
o
Similar Sensors 25| Live Graph, 2 hours
Simdarity Channel

1

e The SIMATIC S7 controller status is shown in the PRTG dashboard.
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3.2.3 Monitor dataFEED edgeConnector Siemens Status in PRTG
e In PRTG, select OPC UA Status sensor

Add Sensor to Device SIMATIC S7 (Via dataFEED edgeConnectar Slemens) [10.20.240.52] (Step 2 of 2)

Pacint Tags

Prionty 0 kR m =

ng Interval

e  (Click Create button
e (Click added sensor

3 owerview o Live Data 2 doys 30y 365 days i~ m & sermgs & Mabfication Triggers
Server Status Rororsted Bemomts Csurs Rrersted Ssnimn Coust Bavurty Bmestrd Brqumat €
| . We feel like there is a right
i license waiting just for you.
- Srrurity ejruted Sranien Go Sensinn dlvors St Brssien Cort
) P DONTINUE PRTG: JOURNEY
' Ervvion Tmesst Count Fubneription Cram. 1
(. 3 Last Sean a0 -
Running . a0
100.0000%
0,5000%
Channel - o Last Last Minimm W A oo
Vahis Valae: OPC UA Server Status (NEW)
(velume) (speed) I
Parent
o L EY
s N
N6
o
£ s | Live Graph, 2 hours :
# % o
R RunAing o = \
50 - il
Se s i
I3 L [
ub o
il = 2 days

e The dataFEED edgeConnector Siemens status is shown in the PRTG dashboard.

a

FEED®
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3.2.4 Monitor dataFEED edgeConnector Siemens Certification Information in PRTG
* In PRTG, select OPC UA Certificate sensor

Add Sensor to Device SIMATIC S7 (Via dataFEED edgeConnector Siemens) (10.20.240.52)
Bas! T
SN8Or Mame daaFEED edqedonnectar Stemens Cenificate
Parent Tags
rag x % s %0

e  (Click Create button
e (Click added sensor

™ Overdew % Live Data 1 dun 30 days 365 days e Hizioric Date M Log © Setiings B Notification Triggers & Comments ul Histary

Days o Expiration o Srp—
( ) | ; Find out why and how to
= buy PRTG!

v GET MORE INFORMATION
i \
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e The dataFEED edgeConnector Siemens certification information is shown in the PRTG dashboard.
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X |FEED®

4. Monitor Individual SIMATIC S7 Values in PRTG

e By marking the different created SIMATIC S7 sensors as Favorite sensors, an PRTG overview screen can
be created showing the individual SIMATIC S7 values as read via the Softing gateways.
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NOTE:

All showcased Softing products (as well as further OPC UA compatible Softing products) can be
integrated in the PRTG monitoring application. PRTG allows managing entire factory floors or sites with
a higher number of OPC UA Servers (whether hardware gateway, software or container application).
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